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Legislation for Document Production, Storage and Distribution

When producing, storing and distributing documents, you need to ensure you follow all legislation and organisational requirements to maintain the security of information. 
Security
Production – you must ensure you follow all security guidelines as laid down to protect the organisation. This will include identifying any risks to the collection of information including the use of restricted websites or the opening of attachments sent via email. If you use any form of external storage, you may need to run a security check on this prior to its use. If the security of information is at risk at any point, the production of documents may have to be moved to a more secure site.
Storage – The storage location of any information needs to be kept secure at all times. This will mean the use of locked cabinets for hard copy information and password protection for electronic storage locations. Appropriate backups need to be made in case of unexpected events including fire or server problems. The access to these storage locations should be restricted to authorised personnel only, and, if there is a security breach, appropriate actions will need to be taken to resolve this.
Distribution – To maintain the security of information when documents are distributed, you will need to ensure you use only the appropriate, safe electronic sites and consider the most secure postage methods for hard copy distribution (for example using special delivery rather than normal postage). You will need to ensure any information sent electronically is password protected and that the passwords are not sent on the same message.
Data Protection
Production – You must ensure any documents produced follow the 8 steps of data protection by ensuring you only use the information for its specified purpose and that it has been processed fairly and accurately. You must ensure the information has been stored securely and that you have the permission of the owner to use it.
Storage – All information must be stored securely and safely and this must not be kept for any longer than is required. Once the information is no longer required, it must be destroyed correctly. Access to the information must be restricted and the information must not be shared with any third party.
Distribution – Any confidential information must only be shared with authorised personnel and it must be sent securely. There are international restrictions on the sharing of information overseas and these must also be followed.
Copyright
Production – If you wish to use any information identified as covered by copyright legislation ©, you will need to request permission from the owner of the document. This may have a financial cost and as a result you will need to gain authorisation from a member of your management team before you can go ahead and use it.

Storage – You will need to ensure you identify how long you will be using the copyright information for and ensure you store this securely for this time to ensure it is not used for additional purposes as this will have additional costs.
Distribution – You must ensure that you clearly identify any information where copyrighted information or materials have been used and the sources of this information.
Intellectual property
Production – As with copyrighted information, it may be that the information you wish to use in your document is the intellectual property of a third person. In this case, you will need to request permission to use the information prior to the production of your document and again this will have to be authorised by the owner of the information and your own internal management.
Storage – Again, you will need to specify the length of time you will require the information and ensure you keep the information secure during this time.
Distribution – As with copyrighted information, you must ensure you clearly identify on your document if any information is the intellectual property of an individual or organisation.
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