Key Fraud and Cyber Protect Resources

Report Fraud

Report Fraud is the UK’s national reporting centre for cyber crime and fraud. Members of the
public, businesses and charities can report to Report Fraud online
(www.reportfraud.police.uk) or on the phone (0300 123 2040).

The Report Fraud website lists a handy A-Z of different fraud types as well as our top tips to
protect yourself from fraud- www.reportfraud.police.uk

You can sign-up for cyber crime and fraud alerts at: https://www.reportfraud.police.uk/sign-
up-to-report-fraud-alert/

Find out more about how to protect yourself from cyber crime and fraud:
www.stopthinkfraud.campaign.gov.uk

The National Fraud and Cyber Protect Team

The National Fraud and Cyber Protect Team coordinates the national law enforcement
protect response to fraud and cybercrime. Through intelligence-led strategies, the team aims
to deliver these objectives through targeted campaigns, timely alerts and proactive
engagement initiatives.

For any questions or enquiries on how we can support your organisation please contact us
on: business.engagement@cityoflondon.police.uk

The Fraud and Cyber Protect Network

Regional Organised Crime Units or ROCUS for short are trusted partners of the NCSC that
deliver free services to individuals and organisations across the UK.

Contact: business.engagement@cityoflondon.police.uk to find your local contact

Cyber Resilience Centres

The Cyber Resilience Centre (CRC) Network is a strategic collaboration between the police,
government, private sector and academia to help strengthen cyber resilience across the sole
trader, micro, small and medium-sized enterprises and third sector communities, protect the
UK economy and support growth. Find your local CRC at: https://nationalcrcqroup.co.uk/

Police Cyber Alarm

Police cyber alarm is a free network monitoring service for UK organisations. It helps
business understand the malicious activity targeting their networks and provides insight into
potential threats. Visit: https://www.cyberalarm.police.uk/ for further information.

Cyber Griffin

Cyber Griffin is a City of London Police programme that supports businesses and individuals
to protect themselves from cyber criminality. Our 6 core services provide expert, non-
technical, independent advice that focuses on the human element of security. Cyber Griffin
services are regularly updated using industry cyber security threat reports as well as
information from the National Cyber Security Centre (NCSC), Report Fraud and Police
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databases to ensure our services are up to date. Visit: https://cybergriffin.police.uk/ to view
their services.

National Cyber Security Centre (NCSC):

The National Cyber Security Centre ( https://www.ncsc.gov.uk/), a part of GCHQ, helps
businesses, the public sector and individuals protect the online services and devices that we
all depend on. Some of the services that the NCSC offer include:

My NCSC: https://www.ncsc.qov.uk/information/myncsc

Small Business Guide: https://www.ncsc.qov.uk/collection/small-business-quide

Exercise in a Box: https://www.ncsc.qov.uk/section/exercise-in-a-box/overview

Board Toolkit: https://www.ncsc.qgov.uk/collection/board-toolkit

The NCSC also offer the Cyber Action Toolkit and Cyber Essentials:

Cyber Action Toolkit (NCSC)

This free government service for UK organisations performs a range of simple online checks
to identify common vulnerabilities in your public facing IT. Visit:
https://cybertoolkit.service.ncsc.gov.uk/ for further information

Cyber Essentials (NCSC)
Cyber Essentials is an independently verified self-assessment certification. This self-

assessment option gives you protection against a wide variety of the most common cyber-
attacks. Visit:
https://www.ncsc.gov.uk/cyberessentials/overview?gad_source=1&gad_campaignid=23553
556500&gclid=EAla... for further information.
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